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Claroty To The Power Of Siemens
Claroty, the leader in cybersecurity for industrial control networks, and Siemens,
a global technology powerhouse focusing in the areas of electrification, automation,
and digitalization, provide industrial operators and cybersecurity teams with an embedded
solution for real-time cybersecurity and OT network visibility.
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Enjoy the benefits of the joint Siemens & Claroty solution to achieve the following advantages:
Flexible, pre-packaged deployment formats for rapid and safe implementation across
heterogeneous environments e.g.
• Highly-distributed networks
• Legacy systems
• Air gapped/high safety level networks (across data diodes)

Cost-effective, highly scalable solution

Reduced Total Cost of Ownership (TCO), by extending functionality of
existing hardware and network infrastructure

Optimized for enhanced performance and extreme reliability
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Claroty’s solutions deliver safe, secure and reliable
operations in large, complex industrial networks.
Fully tuned to support multiple use cases, technical
constraints, and environments including sites with
limited computing power, small physical footprint,
and communication over low bandwidth.
• Continuous Threat Detection (CTD) Server –
Provides deep visibility and extreme detection capabilities
across complex multi-vendor OT environments. The

server offers customers the ability to ingest sensor data
and perform control functions within the distributed
network infrastructure.
• Continuous Threat Detection (CTD) Sensor –
Provides a secure and easy deployment, as well as
powerful services for rapid, reliable, and bandwidthoptimized communication with the CTD server.
Additionally, and by leveraging distributed computing
power, it allows reducing the load on the CTD server.

Support for Multiple Integrations and Deployment Options
The combination of Claroty’s CTD and Siemens’ industrial automation hardware simplifies deployment within existing
networking infrastructure and accelerates time to value. The table below summarizes the benefits of each integration:
Industrial PC (IPC)
Supported Model:
427E

The Siemens IPC line supports high-performance and space-saving applications
particularly in the field of machine, systems and switchgear cabinet engineering.
Claroty’s pre-packaged fully integrated solution provides comprehensive security
performance and reliability – ideal for highly distributed networks.

RUGGEDCOM
Switches
Supported Models:
RX1500 Family

The Siemens RUGGEDCOM product line provides switching and routing capabilities in tough industrial environments, integrated with third party software
applications such as Claroty’s Continuous Threat Detection without the complications of procuring and installing external computing devices.
Ideal for cases of logically or physically separated sites e.g. electric transmission
grids and substations, or oil and gas pipelines. The system provides real-time and
passive threat detections. It automatically discovers network assets while building a precise model of the critical network including all assets, communications
pathways and the actual OT communications happening on the network.

Industrial IoT (IIoT)
Supported Model:
IoT2040

Leveraging the intelligent gateway capabilities of the SIMATIC product line, it is
highly suited to run a wide-range of applications – specifically focusing on IIoT
environments. Embedded into the IoT2040, Claroty’s CTD is the ideal solution
for highly-distributed networks where space, power consumption and bandwidth are precious commodities.

The figure below shows a deployment example of the Claroty CTD Sensor running atop the RUGGEDCOM RX1500/APE
from Siemens in a widely distributed environment with local monitoring and remote sites (substation) communicating
with the Enterprise Management Console located in the SOC.
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Claroty Deployed on a RUGGEDCOM RX1500/APE in a Highly Distributed Environment Example

Claroty was conceived to secure the safety and reliability of industrial control networks that run the world from cyber-attacks.
The Claroty Platform is an integrated set of cybersecurity products that provide extreme visibility, unmatched cyber threat
detection, secure remote access, and risk assessments for industrial control networks.
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