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The integration of the market-leading technologies 

from Palo Alto Networks and Claroty helps industrial 

enterprises improve the security posture of their industrial 

control systems (ICS) by monitoring the deepest layers 

of operational networks and passing alerts of suspicious 

behavior to the Palo Alto Networks Next-Generation 

Security Platform to trigger the creation of new firewall 

rules as appropriate.

Solution Overview

While many enterprises have made great strides in 

protecting their IT business networks, industrial control 

system (ICS) networks remain at risk. Commissioned 

decades ago, without cybersecurity in mind and 

sometimes running outdated software, many of these 

networks and underlying assets are being increasingly 

targeted with sophisticated cyberattacks or are connected 

to IT networks and at risk of a “spill-over” effect from 

broader attacks. In fact, a number of documented attacks 

such as Industroyer CrashOverride, WannaCry, NotPetya 

BlackEnergy and STUXNET have created significant 

operational damage, disrupting production and putting 

environmental and personal safety at risk.

Until now, gaining deep visibility into ICS networks, their 

underlying communications patterns and protocols, and 

detail on process-specific devices has been extremely 

challenging and has left industrial enterprises largely blind 

to potential security risks. Without this contextual insight, 

industrial operators have been challenged to proactively 

protect the control network from cyberattacks and avoid 

production disruptions.

Business Drivers

• Extreme Visibility of industrial control system

networks allows critical infrastructure organizations 

to assess, monitor and mitigate potential threats

• Accelerated Incident Response capabilities with

automated detection and blocking actions to cyber 

threats

• Improved Threat Hunting via real-time contextual

alerting and immediate implications on process 

integrity and cyber resiliency

Solution Highlights

Palo Alto Networks and Claroty have integrated 

their respective, market-leading technologies to 

offer security and operational personnel a scalable 

cybersecurity solution that seamlessly bridges 

the gap between IT and OT operations. Existing 

customers can integrate the NGFW with CTD to 

decide which events will be reported back to the 

Palo Alto Network Security Operating Platform 

and trigger the creation of a new firewall rule, that, 

in turn, will block or limit the source of the threat.

The combined solution provides customers 

with extreme visibility into the lowest levels of 

their industrial networks and enables dynamic, 

automated, and active threat protection for OT 

environments.

Architecture Components

The Claroty Platform is a fully-integrated solution 

which plugs into the operational network without 

the use of agents. It is purpose-built to provide 

real-time situational awareness and deep visibility 

for ICS networks. The tiered deployment model 

supports monitoring of multi-switch environments 

and numerous network topologies. The solution is 

quick and easy to deploy, has zero impact on the 

network and does not affect the integrity industrial 

processes. Claroty leverages the following 

elements as part of the installation:

Continuous Threat Detection (CTD) Server is a 

physical or virtual server that provides real-time 

cybersecurity and operational visibility of industrial 

control networks within distributed network 

environments and architectures.

Continuous Threat Detection Sensor (CTD) 

Lightweight devices that operate as remote 

extensions of the CTD Server, used in sites with 

limited physical reach or across multiple remote 

isolated sites with limited out-of-band aggregation 

capabilities.

Real-time Cybersecurity  
and Visibility for Industrial 
Control Networks
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Sample Deployment Architecture
The figure below shows the integration of Palo Alto Networks and Claroty’s solutions in a converged IT and OT 

environment, based on the Purdue model of a layered architecture. In this scenario, Claroty’s Continuous Threat 

Detection analyzes I/O level traffic while the Palo Alto Networks NGFWs are placed in strategic detection and 

prevention point allowing to block or limit communications for a single node or between nodes to effectively 

prevent disruption of critical operations.

Secure Remote Access (SRA) Minimize the risks remote 

users, including employees and 3rd parties, introduce 

to OT networks using a fully manageable interface that 

all external users connect through, to perform software 

upgrades, periodic maintenance, and other support 

activities on assets within industrial control system 

networks.

Enterprise Management Console (EMC) Provides a 

single pane of glass aggregating and consolidating 

data from various Claroty products. The centralized 

management interface displays a unified view of 

assets, activities and alerts making it highly suitable for 

enterprise-wide Security Operations Centers (SOC).

Figure1 – Claroty provides OT asset details to PANW NGFW - delivering integrated IT/OT visibility
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WannaCry – a powerful ransomware attack targeting computers running Microsoft Windows 

operating systems by encrypting data and demanding ransom payments via Bitcoin.

Compromise Vector – A powerful combination of traditional ransomware with worm-like 

propagation capability rapidly spreading the malware across internal networks. 

Attack Scenario – Malware having its way from the IT network to the OT network starts 

attempts to perform an anomalous/malicious action in the form of a permissible command. 

While not specifically targeting industrial control networks, most of the disruptions caused 

by WannaCry resulted in plants/processes shutdown to prevent the malware found in their IT 

network from spreading to the shop-floor.

How Claroty Can Help – The tight Integration between Claroty’s Continuous Threat Detection 

and Palo Alto Networks solutions sends detailed segmentation recommendations including 

a mapping of the assets, protocols, and ports used for OT-specific conversations. As a result, 

organizations can proactively and automatically block or limit a specific communication 

protocol/command in response to specific operation on a predefined asset

Common Use Cases

Palo Alto Networks and Claroty – Securing Industrial 
Control Systems (ICS)

Figure2 – Claroty provides OT asset details– delivering integrated IT/OT visibility

Claroty’s fully integrated suite of products adds deep OT visibility and threat detection to Palo Alto Network’s Security 

Platform, for integrated IT/OT security monitoring, policy management and proactive incident response. As part of the 

process, Claroty CTD automatically discovers and monitors network assets, protocols, and communication patterns all 

the way down to the I/O level. Consequently, any anomalous activity can automatically trigger the creation of a new 

rule to block or limit the source of the threat – allowing to effectively prevent the disruption of critical operations.

Unified Security Policy Management and Monitoring
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Summary

The increased digitization and connectivity of OT networks has delivered monumental advancements in industrial 

productivity.  However, this connectivity has also increased the risk of ICS-targeted malware attacks and spill-over damage 

from broad-based cyberattacks.

Palo Alto Networks and Claroty have teamed up to address the growing need for effective, integrated IT/OT cybersecurity. 

The Palo Alto Networks platform leverages Claroty’s Continuous Threat Detection and extreme OT visibility, helping SOC 

and security teams accelerate the creation of new rule sets and policies.

Network Segmentation – How to proactively segment between the IT and OT networks, but 

also within the OT network environment (aka micro segmentation, zones, etc.). 

Details – Two assets in two different network segments are attempting to communicate 

utilizing a previously unseen protocol or application. 

Attack Scenario – In this example a SCADA (Supervisory Control and Data Acquisition) machine 

is trying to send a write command to a PLC/RTU in a anomalous manner.

How Claroty Can Help –The tight Integration between Claroty’s Continuous Threat Detection 

and Palo Alto Networks solutions sends detailed segmentation recommendations including 

a mapping of the assets, protocols, and ports used for OT-specific conversations. As a result, 

organizations can proactively and automatically block or limit a specific communication 

protocol/command in response to specific operation on a predefined asset.



Claroty was conceived to secure the safety and reliability of industrial control networks that 

run the world from cyber-attacks. The Claroty Platform is an integrated set of cyber security 

products that provides extreme visibility, unmatched cyber threat detection, secure remote 

access, and risk assessments for industrial control networks (ICS/OT).
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About Claroty 
The Industry’s Leading Industrial Cybersecurity Company 

Claroty’s fully integrated suite of cybersecurity products addresses the unique challenges of ICS systems so that engineers, 

operators, and cybersecurity professionals can protect even the most complex industrial networks. 

The Claroty Platform enables enterprises to assess the security posture of their ICS network, protect critical systems, control 

access to network assets, continuously monitor and detect vulnerabilities and threats, and rapidly investigate and respond to 

cyber incidents.

About Palo Alto Networks 
Palo Alto Networks® is leading a new era in cybersecurity, serving more than 45,000 cus-tomers in more than 150 countries 

by protecting thousands of enterprises, governments, service providers and industrial networks from cyber¬threats. Its 

Security Operating Platform comprises next-generation firewalls, advanced endpoint protection, comprehensive cloud 

security, and an array of cloud-delivered security products and services. The platform provides an integrated, multi-method 

approach focused on preventing attacks on the IT/OT environment across the entire attack lifecycle. 
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