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The Cisco ISE and Claroty’s Continuous Threat 

Detection provides Information Security and IT teams 

with detailed visibility into OT assets, protocols, and 

communication patterns enriched with real-time, 

comprehensive identity and network privilege context. 

Through this integration, existing Cisco customers can 

easily ingest asset details from the Claroty platform 

and leverage additional asset data to create new ICS-

specific rule sets and policies.

Solution Overview

While enterprises have made great strides in protecting 

their IT business networks, industrial control system 

(ICS) networks remain at risk. Commissioned decades 

ago, without cybersecurity in mind and sometimes 

running outdated software, these networks and 

underlying assets are quickly becoming prime 

targets for modern-day cyberattack. In fact, a 

number of documented attacks such as Industroyer 

CrashOverride, WannaCry, BlackEnergy and STUXNET 

have created significant collateral damage, disrupting 

both environmental and human safety alike. 

The obvious questions are why is this happening, who 

is to gain from it, and who should be most worried? 

Simply stated; these attacks show how vulnerable ICS 

networks are what the potential damage to the critical 

infrastructure that relies on them.

Business Drivers

• Increase the accuracy and effectiveness of 

existing systems leveraging deep visibility into  

OT network assets and vulnerabilities

• Decrease response time and bridge the gap 

between IT and OT via comprehensive ICS-

specific visibility

• Enable sophisticated detection of ICS security 

specific issues with proactive threat detection  

and hunting

Solution Highlights

The integration of Claroty’s industry leading 

industrial cybersecurity solution with Cisco ISE 

delivers comprehensive operational visibility and 

cybersecurity across IT/OT networks. The solution 

combines Claroty’s Continuous Threat Detection 

with Cisco Identity Services Engine (ISE) to extend 

visibility deep into the lowest levels of industrial 

networks enabling dynamic, automated, and active 

threat protection for OT environments. 

The integration delivers immediate value including:

Comprehensive Cybersecurity:  

Claroty provides security teams with extreme 

visibility into industrial control system networks 

including control over employee and 3rd party 

remote access and integration with existing SOC 

infrastructure. Claroty automatically discovers all 

assets across industrial networks, including SCADA 

and DCS environments, without the need for agents. 

Deep Visibility:  

Claroty’s deep visibility and understanding of OT 

networks helps drive cybersecurity initiatives for 

industrial networks and critical infrastructure. 

Through the integration with pxGrid, Cisco 

customers can easily ingest asset details into ISE 

and leverage this rich asset data to create new ICS-

specific policies. This integration also enables ISE 

to automate policy management – applying preset 

policies for newly discovered assets based on the 

asset type and other details.

Comprehensive Vulnerability Management:  

Claroty detects and alerts upon known vulnerabilities 

in industrial assets (e.g. PLCs, RTU, HMIs, Engineering 

Workstations, etc.). This information can be directly 

ingested by Cisco ISE  

to automatically apply additional protection rules.

Real-time Cybersecurity  
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Claroty’s fully integrated suite of products adds deep OT visibility and threat detection to Cisco’s security platform, for 

integrated IT/OT security monitoring, policy management and incident response. As part of the process, Claroty CTD 

automatically discovers and monitors network assets, protocols, and communication patterns all the way down to the 

I/O level. Consequently, all identified assets are onboarded into the Cisco ISE platform – enabling security teams to 

directly assign each asset with specific access policies.

In the image above, we see an example of how automatically identified ICS-specific assets are fully integrated into the 

existing platform. By enriching the system with specific information on network assets, protocols, and communication 

patterns, security teams have a live window into previously obscure parts of their ICS network including user identity  

and privileged access control context all-in-one. 

The result? Improved access policy decisions across both enterprise and control networks using far greater identity 

information details AND better protection of the infrastructure and resources in real-time coupled with a dramatic 

reduction in threats and potential data loss.

Unified IT / ICS Security Policy Management and Monitoring

Figure1 – Claroty provides OT asset details to Cisco’s ISE – delivering integrated IT/OT visibility
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The Industry’s Leading Industrial Cybersecurity Company

Claroty’s technology has been tested, selected and adopted by the most influential industrial automation control vendors 

and networking companies in the world. Our strategic partnerships include prominent system integration and managed 

security services firms worldwide. Claroty has very large-scale production deployments across six continents and nine 

industrial segments. With offices around the globe and an unmatched team, technology and partnerships, Claroty is the 

company that will be there to protect your critical industrial processes over the long-haul.

The Cisco® Identity Services Engine (ISE) is a one-stop solution to streamline security policy management and reduce 

operating costs. With ISE, organizations can see users and devices controlling access across wired, wireless, and VPN 

connections to the corporate network. Cisco ISE allows you to provide highly secure network access to users and devices. 

It helps you gain visibility into what is happening in your network, such as who is connected, which applications are 

installed and running, and much more. It also shares vital contextual data, such as user and device identities, threats,  

and vulnerabilities with integrated solutions from Cisco technology partners, so you can identify, contain, and remediate 

threats faster.

Claroty was conceived to secure the safety and reliability of industrial control networks that 

run the world from cyber-attacks. The Claroty Platform is an integrated set of cyber security 

products that provides extreme visibility, unmatched cyber threat detection, secure remote 

access, and risk assessments for industrial control networks (ICS/OT).
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