Sequential Systems Ltd Data Protection Policy

1 Policy Aim
Sequential Systems Ltd (“Sequential”) are committed to ensuring that your privacy is protected. This
policy sets out how we use your personal data and provides you with information on your rights in
relation to that data. Any personal data about you which is provided to us by you or by a third party
shall only be used by us in accordance with this policy and Data Protection Law.

Sequential is committed to ensuring that good data protection practice is embedded in the culture of our
staff and our organisation. Sequential is committed to:

Ensuring that we comply with the GDPR Data Protection Principles when processing any personal
data and that we meet our legal obligations as laid down in Data Protection Law (including the GDPR
and all relevant EU and UK data protection legislation).

2 Scope

This policy applies to all personal data processed by Sequential and is part of our approach to
compliance with Data Protection Law. All Sequential staff are expected to comply with this policy.

3 Data Protection Principles

Sequential confirms that it complies with the following data protection principles and undertakes to
ensure that when it processes personal data:

e itis processed lawfully, fairly and in a transparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’);

e itis collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; (‘purpose limitation”)

e Itisall adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed; (‘data minimisation”)

e itisall accurate and, where necessary, kept up to date and that reasonable steps will be taken
to ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’)

e itis keptina form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; (‘storage limitation’)

e itis processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction
or damage, using appropriate technical or organisational measures (‘integrity and
confidentiality”).

4 Process and Procedures

Sequential will:

e only collect and process the personal data that is necessary for the purpose or purposes that we
have identified in advance.

e ensure that the legal basis for processing your data is identified in advance.

e ensure that as far as possible the personal data we hold is accurate.

e only process your data for as long as is it required for our purposes and then we will securely
dispose of, or delete your data.

e provide data subjects with information on why we are asking for that data and what we intend
to do with it.
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e not do anything with your data that you would not expect given the content of this policy and
the fair processing or privacy notice.

e ensure that appropriate technical and organisational measures are in place to ensure the
security of your personal data.

Sequential will ensure that all staff who handle personal data are aware of their responsibilities under
this policy and other relevant data protection and information security policies and that they are
adequately trained and supervised. Any employee who breaches this policy may be subject to
disciplinary proceedings.

5 Use of Personal Data

Sequential processes personal data in the course of the provision of educational software services. We
may collect and use (“process”) the following personal data in relation to our service users:

e name
e address, telephone number, fax number, email address, IP and MAC address
e details of your organisation and your role within that organisation

We will collect this data from you when you engage Sequential to provide a service to you in order to
enable us to provide you with that service. We will also collect data from you when you use our
“contact us” website page in order to allow us to respond to your enquiry.

6 Transfers and Sharing of Personal Data

The personal data held by us will be stored and processed within the United Kingdom.

Sequential will not transfer any personal data to a country outside the EU or an international
organisation.

We may occasionally share your data with other organisations such as law enforcement or other
agencies where required by law; in our opinion such action is reasonably necessary to comply with
legal process; to respond to any legal claim or actions; or to protect our rights, our service user’s rights
or the general public.

7 Data Subject Rights

Sequential will ensure that it has procedures in place to allow data subjects to exercise the following
data subject rights under the GDPR:

Subject access: the right to request information about how personal data is being processed including
whether personal data is being processed and the right to be allowed access to that data and to be
provided with a copy of that data along with the right to obtain the following information:

e the purpose of the processing;

e the categories of personal data;

e the recipients to whom data has been disclosed or which will be disclosed,;

e the retention period;
the right to lodge a complaint with the 1CO;
the source of the information if not collected direct from the subject; and
e the existence of any automated decision making.

Rectification: the right to allow you to rectify inaccurate personal data concerning you without undue
delay.

Erasure: the right to have data erased in certain circumstances, and to have confirmation of erasure,
but only where:
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the data is no longer necessary in relation to the purpose for which it was collected;
where consent is withdrawn;

where there is no legal basis for the processing; or

there is a legal obligation to delete data.

Restriction of processing: the right to ask for certain processing to be restricted in the following
circumstances:

e if you contest the accuracy of your personal data;

e if our processing is unlawful and you do not want it to be erased;

e if we no longer need the data for the purpose of the processing but it is required by you for the
establishment, exercise or defence of legal claims; or

e if you have objected to the processing, pending verification of that objection.

Data portability: you have the right to receive a copy of the personal data you have provided to us and
certain information generated by us, if our processing is carried by automated means, which will allow
you to transfer it to another data controller. This only applies in relation to the data being processed by
consent or under a contract to provide you with a service.

Object to processing: you have an absolute right to object to any direct marketing that we are sending
to you and there are no exemptions to this which would allow us to refuse to comply.

Should you wish to exercise any of the rights noted above, please contact Kevin Heppell.

8 Retention of Personal Data

We will keep your personal data for as long as you are using our services and for a period of 5 years
thereafter. At the end of that period your personal data will be securely destroyed.

9 Responsibility for the Processing of Personal Data
Sequential Systems Ltd is registered as a data controller with the Information Commissioner’s Office
(Registration Number: ZA306445).

If you have any concerns or wish to exercise any of your rights under the GDPR then you can contact
the designated individual with responsibility for data protection (Kevin Heppell) in the following ways:

Sequential Systems Ltd
BioCity Nottingham
Pennyfoot Street
Nottingham

NG11GF

Tel: 0115 824 8000

10 Cookies

Where you access and use the Sequential website we will also collect website usage information using
cookies. We use your information collected from the website to personalise your repeat visits to our
website.

Cookies are pieces of information that a website transfers to your hard drive to store and sometimes
track information about you. Cookies are specific to the server that created them and cannot be
accessed by other servers, which means that they cannot be used to track your movements around the
web. Passwords are not stored in cookies. The information collected by cookies does not personally
identify you. It includes general information about your computer settings, your connection to the
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internet (operating system and platform, IP address, your browsing patterns, timings of browsing on the
Site etc).

By accessing our website, you agree that these terms relating to the use of cookies apply whenever you
access the Site on any device.

Types of cookie that may be used during your visit to our website:

The following types of cookie are used on our website. We do not list every single cookie used by
name - but for each type of cookie we tell you how you can control its use.

1. Personalisation cookies
These cookies are used to recognise repeat visitors to the website and in conjunction with
other information we hold to attempt to record specific browsing information (that is, about
the way you arrive at the website pages you view, options you select, information you enter
and the path you take through the website).

2. Analytics cookies
These monitor how visitors move around the website and how they reached it. This is used so
that we can see total (not individual) figures on which types of content users enjoy most, for
instance.

3. Third-party service cookies
Social sharing, video and other services we offer are run by other companies. These
companies may drop cookies on your computer when you use them on our site or if you are
already logged in to them.

4. Site management cookies
These are used to maintain your identity or session on the website. For instance, where our
website runs on more than one server, we use a cookie to ensure that you are sent information
by one specific server (otherwise you may log in or out unexpectedly). These cookies cannot
be turned off individually but you could change your browser setting to refuse all cookies (see
above) if you do not wish to accept them.

11 Enquiries and Complaints

We are committed to ensuring that your personal data is processed lawfully, fairly and securely. If you
have any questions or concerns about this Notice or the way in which we process your data please
contact our DPO at the address above and we will attempt to resolve any issues you have. If you remain
unsatisfied you can contact the Information Commissioner’s Office at:

Information Commissioner's Office
Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Tel: 0303 123 1113
WWW.iC0.0rg.uk

12 Monitoring and Review
This policy was last updated on 12" February 2018 and shall be regularly monitored, reviewed and
updated by Sequential.
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