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EU GDPR Compliant 
 
 
 
  
General Data Protection Regulations 
(GDPR) went into effect towards the end 
of May 2018. GDPR is the core of Europe's 
digital privacy legislation designed to 
reflect the world we're living in now and 
brings laws around personal data, privacy 
and consent up to speed for the  
internet-connected age. 
 
Under the terms of GDPR, not only do 

organisations have to ensure that personal data 

is gathered legally and under strict conditions, 

but those who collect and manage it are obliged 

to protect it from misuse and exploitation, as 

well as to respect the rights of data owners - or 

face penalties for not doing so. 
 

What is the aim of the EU GDPR?  
The aim of the GDPR is to protect all EU citizens 

from privacy and data breaches in an increasingly 

data-driven world that is vastly different from the 

time in which the 1995 directive was established. 

Although the key principles of data privacy still 

hold true to the previous directive, many changes 

have been proposed to the regulatory policies; the 

key points of the GDPR as well as information on 

the impacts it will have on business can be found 

below. 

 

Increased Territorial Scope  

(extra-territorial applicability) 
Arguably the biggest change to the regulatory 

landscape of data privacy comes with the 

extended jurisdiction of the GDPR, as it applies to 

all companies processing the personal data of data 

subjects residing in the Union, regardless of the 

company’s location. Previously, territorial 

applicability of the directive was ambiguous and 

referred to data process 'in context of an 

establishment'.  

 

 

 

 

 

 

 

 

 

This topic has arisen in a number of high profile 

court cases. GPDR makes its applicability very 

clear - it will apply to the processing of personal 

data by controllers and processors in the EU, 

regardless of whether the processing takes place in 

the EU or not. The GDPR will also apply to the 

processing of personal data of data subjects in the 

EU by a controller or processor not established in 

the EU, where the activities relate to: offering 

goods or services to EU citizens (irrespective of 

whether payment is required) and the monitoring 

of behaviour that takes place within the EU.  

Non-Eu businesses processing the data of EU citizens 

will also have to appoint a representative in the EU. 

MORE >> 
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This guide is to give you a brief understanding of the changes and 
regulations on how we can support you by securely disposing of all data 
in compliance with GDPR regulations



Penalties 
Under GDPR organisations in breach of GDPR can 

be fined up to 4% of annual global turnover or €20 

Million (whichever is greater). This is the maximum 

fine that can be imposed for the most serious 

infringements e.g.not having sufficient customer 

consent to process data or violating the core of 

Privacy by Design concepts. There is a tiered 

approach to fines e.g. a company can be fined 2% 

for not having their records in order (article 28), 

not notifying the supervising authority and data 

subject about a breach or not conducting impact 

assessment. It is important to note that these rules 

apply to both controllers and processors -- 

meaning 'clouds' will not be exempt from GDPR 

enforcement. 

 

Consent 
The conditions for consent have been 

strengthened, and companies will no longer be 

able to use long illegible terms and conditions full 

of legalese, as the request for consent must be 

given in an intelligible and easily accessible form, 

with the purpose for data processing attached to 

that consent. Consent must be clear and 

distinguishable from other matters and provided in 

an intelligible and easily accessible form, using 

clear and plain language. It must be as easy to 

withdraw consent as it is to give it. 

 

Data Subject Rights 

Breach Notification 
Under the GDPR, breach notification has become 

mandatory in all member states where a data 

breach is likely to “result in a risk for the rights and 

freedoms of individuals”. This must be done within 

72 hours of first having become aware of the 

breach. Data processors will also be required to 

notify their customers, the controllers, “without 

undue delay” after first becoming aware of a data 

breach. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Right to Access 

Part of the expanded rights of data subjects 

outlined by the GDPR is the right for data 

subjects to obtain from the data controller 

confirmation as to whether or not personal data 

concerning them is being processed, where and  

for what purpose. Further, the controller shall 

provide a copy of the personal data, free of 

charge, in an electronic format. This change is a 

dramatic shift to data transparency and 

empowerment of data subjects. 

 

Right to be Forgotten 
Also known as Data Erasure, the right to be 

forgotten entitles the data subject to have the data 

controller erase his/her personal data, cease 

further dissemination of the data, and potentially 

have third parties halt processing of the data. The 

conditions for erasure, as outlined in article 17, 

include the data no longer being relevant to 

original purposes for processing, or a data subjects 

withdrawing consent. It should also be noted that 

this right requires controllers to compare the 

subjects' rights to "the public interest in the 

availability of the data" when considering such 

requests. 

 

Data Portability 
GDPR introduces data portability - the right for a 

data subject to receive the personal data 

concerning them, which they have previously 

provided in a 'commonly use and machine 

readable format' and have the right to transmit 

that data to another controller. 

MORE >> 
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Privacy by design as a concept has existed for 

years now, but it is only just becoming part of a 

legal requirement with the GDPR. At its core, 

privacy by design calls for the inclusion of data 

protection from the onset of the designing of 

systems, rather than an addition. More specifically - 

'The controller shall..implement appropriate 

technical and organisational measures..in an 

effective way.. in order to meet the requirements of 

this Regulation and protect the rights of data 

subjects'. Article 23 calls for controllers to hold and 

process only the data absolutely necessary for the 

completion of its duties (data minimisation), as 

well as limiting the access to personal data to 

those needing to act out the processing. 

 

Data Protection Officers 
Currently, controllers are required to notify their 

data processing activities with local DPAs, which, 

for multinationals, can be a bureaucratic nightmare 

with most Member States having different 

notification requirements.  

Under GDPR it will not be necessary to submit 

notifications / registrations to each local DPA of 

data processing activities, nor will it be a 

requirement to notify / obtain approval for 

transfers based on the Model Contract Clauses 

(MCCs). Instead, there will be internal record 

keeping requirements, as further explained below, 

and DPO appointment will be mandatory only for 

those controllers and processors whose core 

activities consist of processing operations which 

require regular and systematic monitoring of data 

subjects on a large scale or of special categories of 

data or data relating to criminal convictions and 

offences.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Importantly, the DPO: 
 

• Must be appointed on the basis of professional 

qualities and, in particular, expert knowledge 

on data protection law and practices 
 

• May be a staff member or an external service 

provider 
 

• Contact details must be provided to the 

relevant DPA 
 

• Must be provided with appropriate resources 

to carry out their tasks and maintain their  

expert knowledge 
 

• Must report directly to the highest level of 

management 
 

• Must not carry out any other tasks that could 

results in a conflict of interest. 
 

This information was sourced from the GDPR portal 
www.eugdpr.org 

 
If you would like further information from the ICO 
(Information Commissioner's Office) please go to 
www.ico.org.uk 

MORE >> 

Why choose Green IT Disposal? 
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Why choose  
Green IT Disposal

Green IT Disposal are registered with the (ICO) Information Commissioners Office and are compliant with 

the EU GDPR. We are here to offer you support and assistance with a range of data wiping and data 

destruction solutions together with documented procedures giving you total peace of mind security.  

Our policy on data security is that all data bearing media will be managed and disposed of securely and 

in full compliance with the new regulations in accordance with UK Government requirements.

 Blancco Data Wiping Software 
 

• We use the industry leading Blancco data erasure software which meets  

the UK government standard. The Blancco system allows us to output 

certificated evidence that the HDD or array has been completely wiped 
 

 Hard Drive Destruction  
• Our EDR HDC-V Hard drive crusher is the only disk destruction device of its type 

which has been approved for use by the UK Government on the CESG approval list 

 

 Documentation and Media Shredding  
• Our high security, cross-cut cross shredder completely destroys and shreds both 

documents and CD’s disposing of all confidential waste quickly and safely 

 

 Disposal of Media Tapes  
• We use Verity Systems SV91 Degaussers which completely destroys magnetic  

media beyond use whether it is disk or tape 
 

 We manage the total IT disposal process  
• Industry expertise and advice to ensure the best solution for your needs 
 
• Logistics managed Nationwide collections using our own vehicles 
 
• 24-7 tracked vehicles with built in CCTV for secure customer collections 
 
• Certified secure data and erasure destruction using specialist equipment 
 
• Free detailed IT Audit and reporting 
 
• Secure CCTV, monitored business park  
 
• Business premises secured with 24 hour monitored alarm and CCTV 
 
• ICO Registered and approved by the Environmental Agency 

Total peace of mind solutions from 
the specialists in IT Disposal 
 

For further advice on our services:  

Tel: +44 (0)161 928 1144 



• ICO Registered  • Approved by the Environmental Agency 

We are committed to the highest standards of excellence to ensure that quality is maintained  

throughout the process. Below are some of our current accreditations. 
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Call us today 

for more 

information 

and helpful 

advice: 

0161 928 1144

Total peace of mind solutions from the specialists in IT Disposal  

Whether you need a simple, free IT disposal service or are looking for a partner who can 

handle your complex requirements, Green IT Disposal are here to take care of everything for 

you every step of the way. We provide a complete worry-free service to give you just what 

you need. Total peace of mind. 

 

For further advice on our services:  

Tel: +44 (0)161 928 1144   

Enquiries@greenitdisposal.co.uk 

www.greenitdisposal.co.uk  

Green IT Disposal Ltd Unit G Lyon Industrial Estate Atlantic Street 

Altrincham Cheshire WA14 5DH United Kingdom 

Nationwide service local to you 
Glasgow 

Leeds 

London

+44 (0)141 370 2298 

+44 (0)113 819 8146 

+44 (0)20 3795 5958 

Registered with the  
Environment Agency 
Reg No. NC2/061580/2020

Environment 
Agency


